OSINTials

The OSINT Essentials Toolkit (OSINTials)

An OSINT toolkit focused on Open-Source Intelligence for people, prioritizing quality over quantity. A
corresponding set of bookmarks can be found here.
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People Search

Name Description

ID Crawl Large Data Sets Including Social Media Accounts, People
- Search Info, and Search Engine Results

Web21/02/2026 Large Data Sets Including Social Media Accounts, People

10:0821/02/2026 10:08Mii Search Info, and Search Engine Results

Cyber Background Checks

True People Search

Fast People Search

Advanced Background Checks

Search People Free

Names and Facts

That's Them
Ufind.name
Nuwber
Radaris
Zaba Search

VoteRef

General People Search
General People Search
General People Search
General People Search
General People Search
General People Search
General People Search
General People Search
General People Search
General People Search

General People Search

Voter Registration Records
VoterRecords Voter Registration Records

Black Book Online Voter Registration Records



https://www.idcrawl.com/
https://webmii.com/
https://webmii.com/
https://cyberbackgroundchecks.com/
https://truepeoplesearch.com/
https://fastpeoplesearch.com/
https://advancedbackgroundchecks.com/
https://searchpeoplefree.com/
https://namesandfacts.com/
https://thatsthem.com/
https://ufind.name/
https://nuwber.com/
https://radaris.com/
https://www.zabasearch.com/
https://voteref.com/
https://voterrecords.com/
https://www.blackbookonline.info/USA-Voter-Records.aspx

Name

Classmates.com
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Death Search

Legacy.

Dignity Memorial

Echovita
FindaGrave

Billion Graves

Description

Find Highschool Yearbook Photos

Description
Obituary Search
Obituary Search
Obituary Search
Grave Search

Grave Search
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Family Search
Ancestry.com Ancestry.com

Family Search Family Search

Ancestry Library Ancestry Library
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Telephone Numbers

Name Description

US Phonebook Telephone Number Lookup
CallerID Test Telephone Number Lookup
Cyber

Background Telephone Number Lookup
Checks

True Caller Telephone Number Lookup
True People

Search Telephone Number Lookup
Fast People

Search Telephone Number Lookup

OkCaller Telephone Number Lookup


https://classmates.com/
https://legacy.com/search
https://www.dignitymemorial.com/
https://echovita.com/us
https://findagrave.com/
https://billiongraves.com/
https://www.ancestry.com/
https://www.familysearch.org/
https://www.ancestrylibrary.com/
https://usphonebook.com/
https://calleridtest.com/
https://cyberbackgroundchecks.com/phone
https://cyberbackgroundchecks.com/phone
https://cyberbackgroundchecks.com/phone
https://truecaller.com/
https://truepeoplesearch.com/
https://truepeoplesearch.com/
https://fastpeoplesearch.com/
https://fastpeoplesearch.com/
https://okcaller.com/

Name Description
Search People

ErE Telephone Number Lookup

Validnumber Telephone Number Lookup
Free Carrier . _
Lookup Identify Phone Number Carrier

Carrier Lookup Identify Phone Number Carrier
Listen To Target Numbers' Voicemail Without Calling (majority of time phone

Sly Dial/267-759- does not ring, small chance of phone ringing, do not use if concerned of

Bz alerting phone owner)

cupiderdwl Username And Phone Number Search Tool That Crawls Adult Content
cupiderawi Platforms To See If A Targeted Account Or Person Is Present

Country Code World Area Code Listing
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Email
Name Description
Epieos Find Accounts And Information Linked To An Email Address

Castrick Clues

Find Accounts And Information Linked To An Email Address

Osint.Rocks Find Accounts And Information Linked To An Email Address
Holehe Find Accounts Linked To An Email Address

Socialscan Find Accounts Linked To An Email Address

Crosslinked Scrape Linkedin For Employee Email Addresses

Hunter Verify Email Validity and Reputation

Emailrep Verify Email Validity and Reputation

Experte Verify Email Validity and Reputation

Email Hippo Verify Email Validity and Reputation

Email-Format
Experte
Voilanorbert

Google Admin Toolbox

DNS Checker

MX Toolbox

Find Correct Email Address Formats
Find Correct Email Address Formats
Find Correct Email Address Formats
Analyze Email Headers
Analyze Email Headers

Analyze Email Headers


https://searchpeoplefree.com/phone-lookup
https://searchpeoplefree.com/phone-lookup
https://validnumber.com/
https://freecarrierlookup.com/
https://freecarrierlookup.com/
https://carrierlookup.com/
http://slydial.com/
https://github.com/OSINTI4L/cupidcr4wl
https://countrycode.org/
https://epieos.com/
https://castrickclues.com/
https://osint.rocks/
https://github.com/megadose/holehe
https://github.com/iojw/socialscan
https://github.com/m8sec/crosslinked
https://hunter.io/email-verifier
https://emailrep.io/
https://www.experte.com/email-verification
https://tools.verifyemailaddress.io/
https://www.email-format.com/
https://www.experte.com/email-finder
https://www.voilanorbert.com/
https://toolbox.googleapps.com/apps/messageheader/
https://dnschecker.org/email-header-analyzer.php
https://mxtoolbox.com/EmailHeaders.aspx

Name
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Usernames

Name

Whats My Name

cupidcrdwl

NameCheckup

Name Vine

Check User Names

Name Checkr

Instant Username Search

Sherlock

Description

Description

Find Accounts
Associated
With A
Username

Username And
Phone Number
Search Tool
That Crawls
Adult Content
Platforms To
See IfA
Targeted
Account Or
Person Is
Present

Find Accounts
Associated
With A
Username

Find Accounts
Associated
With A
Username

Find Accounts
Associated
With A
Username

Find Accounts
Associated
With A
Username

Find Accounts
Associated
With A
Username

Find Accounts
Associated
With A
Username


https://whatsmyname.app/
https://github.com/OSINTI4L/cupidcr4wl
https://namecheckup.com/
https://namevine.com/
https://checkusernames.com/
https://namecheckr.com/
https://instantusername.com/#/
https://github.com/sherlock-project

Name

Blackbird

WhatsMyName-Python

Spiderfoot

https://www.google.com/maps/contrib/EnterGoogleIDNumberHere

https://web.archive.org/web/*/plus.google.com/EnterGoogleIDNumberHere*
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Social Media

Name

nstagra

Insta Stories Viewer

Imginn

flact

=1

Instahunt

Facebook

Twitter (X)

Description
Social Media Plaform
View Instagram Profiles

View Instagram Profiles

Description

Find Accounts
Associated
With A
Username

Find Accounts
Associated
With A
Username

Find Accounts
Associated
With A
Username

Find Accounts
Associated
With A
Username

URL Structure
To View
Google Maps
Account Info
(Reviews and
Photos) Of A
Google
Account ID

URL Structure
To View
Google Plus
Archive Info Of
A Google
Account ID

View Instagram Profiles And Analytics

View Instagram Posts By Location

(interactive map)
Social Media Plaform

Social Media Plaform


https://github.com/soxoj/maigret
https://github.com/p1ngul1n0/blackbird
https://github.com/C3n7ral051nt4g3ncy/WhatsMyName-Python
https://github.com/smicallef/spiderfoot
https://instagram.com/
https://insta-stories-viewer.com/
https://imginn.com/
https://inflact.com/tools/profile-analyzer/
https://instahunt.huntintel.io/
https://facebook.com/
https://twitter.com/

Name
Birdhunt

Pinterest
Tumblr
Patreon

Graphtreon

TikTok
TikTok Live

Reddit

|C
=

Img
Youtube

Youtube Live

>

nilyzer

MW Geofind

MW Metadata

Channel Crawler

Twitch
Telegram

Awesome-Telegram-OSINT

Snapchat

https://www.snapchat.com/add/EnterUsernameHere

Snapchat Map

Linktree
https://linktr.ee/EnterUsernameHere
Tinder
https://tinder.com/@EnterUsernameHere
Onlyfans

https://onlyfans.com/EnterUsernameHere

Description

View Tweets By Location (interactive
map)

Social Media Plaform
Social Media Plaform
Social Media Plaform
Patreon Analytics

Social Media Plaform
Social Media Plaform
Social Media Plaform
Social Media Image Board
Social Media Plaform
Social Media Plaform
View Youtube Videos Frame By Frame

View Youtube Videos By Location
(interactive map)

View Youtube Video Metadata
Find Youtube Channels By Filters
Social Media Plaform

Social Media Platform

Telegram OSINT Masterlist
Social Media Plaform

Snapchat URL Structure For Viewing
Accounts

View Snapchat Stories By Location
(interactive map)

Social Media Platform Link Directory

LinkTree URL Structure For Viewing
Accounts

Dating Platform

Tinder URL Structure For Viewing
Accounts

NSFW Social Media Platform

Onlyfans URL Structure For Viewing
Accounts


https://birdhunt.huntintel.io/
https://pinterest.com/
https://tumblr.com/
https://www.patreon.com/
https://graphtreon.com/
https://tiktok.com/
https://tiktok.com/live
https://reddit.com/
https://imgur.com/
https://youtube.com/
https://youtube.com/live
https://anilyzer.com/
https://mattw.io/youtube-geofind/location
https://mattw.io/youtube-metadata/
https://channelcrawler.com/
https://twitch.tv/
https://telegram.org/
https://github.com/ItIsMeCall911/Awesome-Telegram-OSINT
https://www.snapchat.com/
https://map.snapchat.com/
https://linktr.ee/
https://tinder.com/
https://onlyfans.com/

Name Description

OnlyFinder Onlyfans Lookup Tool
OnlySearch Onlyfans Lookup Tool
FansMetrics Onlyfans Lookup Tool
Hubite Onlyfans Lookup Tool
Boardreader Forum/Community Search Engine

Lookup Social Media By Posts That

Social Searcher Mention Target

Social Blade Social Media Profile Analytics
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Money Services

Venmo Venmo
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Property Information

Name Description

US Appraisal District Link Directory US Appraisal/Assesor/Tax Property Lookup

US Assesor and Property Tax Records US Appraisal/Assesor/Tax Property Lookup

BlackBookOnline Asset Locator US Appraisal/Assesor/Tax Property Lookup
Homemetry Home Realtor Search
Rehold Home Realtor Search
Homes.com Home Realtor Search
Realtor Home Realtor Search
Zillow Home Realtor Search
Redfin Home Realtor Search
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Professional Licenses


https://onlyfinder.com/
https://onlysearch.co/
https://fansmetrics.com/
https://hubite.com/en/
https://boardreader.com/
https://social-searcher.com/
https://socialblade.com/
https://venmo.com/
https://www.blackbookonline.info/USA-Property.aspx
https://www.publicrecords.onlinesearches.com/Assesor-and-Property-Tax-Records.htm
https://www.blackbookonline.info/assetsearch.aspx
https://homemetry.com/
https://rehold.com/
https://homes.com/
https://realtor.com/
https://zillow.com/
https://redfin.com/

Name Description

Black Book Online US Licenses Master Lists

BRBPub US Licenses Master Lists

HealthGuidesUSA Medical License Lookup (US)

American BAR Law License Lookup (US)

LinkedIn Individual and Company Professional Information

LinkedIn - Search Tool Linkedin Tool That Can Retrieve Results Without an Account
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Criminal Background

Name Description

Black Book Online US Criminal Background Search
Arrests.org US Criminal Background Search
Jail Base US Criminal Background Search
Busted Newspaper US Criminal Background Search
Mugshots Zone US Criminal Background Search
VineLink US Criminal Background Search

Federal BOP Inmate Lookup US Inmate Lookup

State Inmate lookup US Inmate Lookup
Sex Offender Database US Sex Offender Search
State Warrant Search US Warrants Search
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Court and Government Records

Name Description

Black Book Online County Court Records

Unicourt Court Records
Judy Records Court Records
Gov Info Court Records

Black Book Online Public Records



https://www.blackbookonline.info/USA-Professional-Licenses.aspx
https://www.brbpub.com/
https://healthguideusa.org/
https://www.americanbar.org/groups/legal_services/flh-home/flh-lawyer-licensing/
https://www.linkedin.com/
https://freepeoplesearchtool.com/
https://blackbookonline.info/criminalsearch/aspx
https://arrests.org/
https://www.jailbase.com/
https://bustednewspaper.com/
https://mugshots.zone/
https://vinelink.com/
https://www.justice.gov/action-center/locate-pr
https://www.blackbookonline.info/USA-Inmates.aspx
https://nsopw.gov/
https://www.blackbookonline.info/USA-arrest-warrants.aspx
https://www.blackbookonline.info/USA-County-Court-Records.aspx
https://unicourt.com/
https://www.judyrecords.com/
https://govinfo.gov/
https://www.blackbookonline.info/USA-Counties.aspx

Name Description
US FOIA US Freedom Of Information Search
US DOL FOIA US Department Of Labor Information Search

DOL Union Search US Department Of Labor Union Financial Reports

USA Spending US Government Contracts Seach
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Donations
Name Description
Open Secrets Search What Campaigns An Individual Has Donated To

FEC Donations US Federal Election Commission Campaign Donations
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Businesses and Non-Profits

Name Description

Open Corporates Business Information Search

Corporation Wiki Business Information Search

Crunchbase Business Information Search

Cobalt Intelligence Business Information Search

AihitData Business Information Search

US SEC US Securities and Exchange Commission Business Records
Yelp Business Reviews/Reputation

Indeed Business Reviews/Reputation/Job Postings

Better Business Bureau Business Reviews/Reputation

IRS.gov Non-Profit/Charity Tax Records
Pro Publica Non-Profit/Charity Tax Records
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Search Engines


https://www.foia.gov/
https://www.dol.gov/general/foia
https://dol.gov/agencies/olms
https://usaspending.gov/
https://opensecrets.org/
https://www.fec.gov/introduction-campaign-finance/how-to-research-public-records/individual-contributions/
https://opencorporates.com/
https://corporationwiki.com/companies
https://crunchbase.com/
https://cobaltintelligence.com/secretary-of-state-business-search
https://www.aihitdata.com/
https://sec.gov/search-filings
https://www.yelp.com/
https://www.indeed.com/
https://www.bbb.org/
https://www.irs.gov/charities-non-profits/tax-exempt-organization-search
https://projects.propublica.org/nonprofits/

Name
Googl

Google - (advanced search)

Google - Alerts

Google - Dorks Cheat Sheet

Dork Genius

File Type Extensions List

Google Hacking_Database

Bing

Bing_- Dorks Cheat Sheet

Yandex

DuckDuckGo
Qwant
Yahoo

Yahoo - (advanced search)

Brave

Wayback Machine

Master Dork List
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Description

Google Search Engine

Advanced Google Search Engine

Get Notified When Google Crawls Searched Parameters
Google Dorking Syntax Cheat Sheet

Al Tool That Creates Google Dork Syntax Based On Text Input
Use To Find Correct File Type Extension For Google Dorking
Various Hacking/OSINT Google Dorks Syntax

Bing Search Engine

Bing Dorking Syntax Cheat Sheet

Yandex Search Engine

DuckDuckGo Search Engine

Qwant Search Engine

Yahoo Search Engine

Yahoo Advanced Search Engine

Brave Search Engine

Search Archived Webpages

Master List For Dorking Syntax Accross Various Search Engines

Maps and Geolocation Identifiers

Name

Google Maps

Instant Street View

Google Earth
Bing Maps
Yandex Maps
Map Quest

Open Street Map
Satellites.Pro

Find Pic Location

Description

Maps Service

Snap To Google Street View
Maps Service

Maps Service

Maps Service

Maps Service

Maps Service

Maps Service

Al Image Geolocation


https://google.com/
https://google.com/advanced_search
https://google.com/alerts
https://usersearch.org/updates/2023/02/05/the-ultimate-google-dorking-cheatsheet-2023/
https://dorkgenius.com/
https://en.wikipedia.org/wiki/List_of_file_formats
https://www.exploit-db.com/google-hacking-database
https://bing.com/
https://www.sidegains.com/search-engines/bing-search-operators-cheat-sheet/
https://yandex.com/
https://duckduckgo.com/
https://qwant.com/
https://yahoo.com/
https://search.yahoo.com/web/advanced
https://search.brave.com/
https://archive.org/
https://github.com/cipher387/Dorks-collections-list
https://maps.google.com/
https://instantstreetview.com/
https://earth.google.com/
https://www.bing.com/maps
https://yandex.com/maps/
https://www.mapquest.com/
https://openstreetmap.org/
https://satellites.pro/
https://findpiclocation.com/

Name Description

Bellingcat OSM Search Geolocation Based On Inputting The Description Of An Image

Geohints Geolocation Identifiers Master List

Geomastr Geolocation Identifiers Master List

IEC World List Of Electrical Outlets

Flagpedia World List Of Country Flags

Plant Net Identify Plants In Images And See Where They Are Native To
Sun Earth Tools Identify Time And Date By Sun/Shadow Position

Shade Map Identify Time And Date By Sun/Shadow Position
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Image Video and Documents

Name Description

Google Images Image Search

Bing_Images Image Search

Yandex Images Image Search

Shutterstock Image Search

Alamy Image Search

Tineye Image Search

Lenso Al Al Image Search (Can Also Be Used As Facial Recognition)
Facecheck Facial Recognition

Pimeyes Facial Recognition

Search4Faces Facial Recognition

Face Comparison Compare Two Images To See If They Are The Same Person
Remove.bg Removes The Background Of An Image

Cleaup.Pictures Removes Objects From An Image

Upscayl Image Upscaler

Pinetools Apply Filters To Analyze An Image

FotoForensics Apply Filters To Analyze An Image

Forensically Apply Filters To Analyze An Image

ImgOps EXIF Data Viewer


https://osm-search.bellingcat.com/
https://geohints.com/
https://geomastr.com/
https://www.iec.ch/world-plugs
https://flagpedia.net/index
https://identify.plantnet.org/
https://www.sunearthtools.com/dp/tools/pos_sun.php
https://shademap.app/
https://images.google.com/
https://bing.com/images
https://yandex.com/images/
https://www.shutterstock.com/
https://www.alamy.com/
https://tineye.com/
https://lenso.ai/
https://facecheck.id/
https://pimeyes.com/
https://www.search4faces.com/en/
https://facecomparison.toolpie.com/
https://remove.bg/
https://cleanup.pictures/
https://upscayl.org/
https://pinetools.com/c-images/
https://fotoforensics.com/
https://29a.ch/photo-forensics/
https://imgops.com/

Name Description

JExifToolGUI EXIF Data Viewer

ExifTool EXIF Data Viewer

Exiflooter EXIF Data Location Viewer

xeuledoc Google Document Metadata Viewer

pdfinfo PDF Metadata Viewer

Google Translate Use To Identify And Translate Text In Images
yt-dip Video Downloader

Video Downloader Video Downloader
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Credential Breaches

Name Description

Pentester Credential Breach Lookup
Breach Directory Credential Breach Lookup
Dehashed Credential Breach Lookup
BreachBase Credential Breach Lookup
Leakcheck Credential Breach Lookup
IntelX Credential Breach Lookup
Leak-Lookup Credential Breach Lookup
HackCheck Credential Breach Lookup
LeakPeek Credential Breach Lookup
Have | Been Pwned Credential Breach Lookup
Have | Been Search A Phone Number To See If it Was in 2019 Facebook Data
Zuckered Breach

Breach Parse Data Breach Parsing Tool
bd_crack Free leaked creds via hashcat
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Google Dorks

Search Engines and Links

Search Engines and Links



https://flathub.org/apps/io.github.hvdwofl.jExifToolGUI
https://exiftool.org/
https://www.kali.org/tools/exiflooter/
https://github.com/Malfrats/xeuledoc
https://www.cyberciti.biz/faq/linux-unix-view-technical-details-of-pdf/
https://translate.google.com/
https://github.com/yt-dlp/yt-dlp
https://flathub.org/apps/com.github.unrud.VideoDownloader
https://pentester.com/
https://breachdirectory.org/
https://dehashed.com/
https://breachbase.com/
https://leakcheck.net/
https://intelx.io/
https://leak-lookup.com/
https://hackcheck.io/
https://leakpeek.com/
https://haveibeenpwned.com/
https://haveibeenzuckered.com/
https://haveibeenzuckered.com/
https://github.com/hmaverickadams/breach-parse
https://git.thecoven.info/PrincessPi/bd_crack

Google Operator Reference

description

inside location

near location
location

google news locatino
before date

after date

date range

fuzzy search (find related words too)
mandate keyword
exact phrase
mandate exact phrase
exclude keyword
keyword wildcard
OR (must be caps)
or (pipe)

AND (must be capS)
site

site (subdomains)
similar sites

in title

all in title

in url

all in url

in text

all in text

in anchor text

all in anchor text

keywords within X distance of each other

filetype

dork

in:state/city/etc
near:state/city/etc
loc:state/city/etc
location:state/city/etc
before:yyyy-mm-dd
after.yyyy-mm-dd
before:yyyy-mm-dd after:yyyy-mm-dd
~keyword

+keyword

"keywords keywords"
+"keywords keywords"
-keyword

keyword*

keyword OR keywords

keyword | keywords

site:somesite.com
site:*.somesite.com
related:somesite.com
intitle:keyword

allintitle: keyword keywords
inurl:keyword

allinurl:keyword keyword2
intext:keyword
allintext:keyword keyword2
inanchor:keyword
allinanchor:keyword keyword2
keyword AROUND(4) keyword?2

filetype:csv



description dork

file extension ext:pdf

range of numbers 1..10

google cache cache:somesite.com

group searches (keyword OR keyword2) keyword3
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Dorks
Description Dork
remains found ~body ~found after.yyyy-mm-dd near:state/city/etc
arrested fname Iname ~arrested after:yyyy-mm-dd near:city/state/etc
fuzzy user match from name ~fname Iname before:yyyy-mm-dd
more fuzzy user match from ~fname ~Iname ~1990 (birth year) before:yyyy-mm-dd (missing
name persons report)
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Tor Hidden Services

A NOTE ON THIS SECTION, if you do not see certain directories, search engines, or forums
in this list it's for a reason. | refuse to list any hidden services that do not utilize filters or have
rules in place to prevent indexing egregiously degenerate content. Due to the volatility of the

Tor network, expect certain services to be down temporarily or permanently.

Link Directories

Daunt.Link

o daunt.link

Tor.Taxi

o tor.taxi

o tortaxi2dev6xjwbaydqzla77rrnth7yn2ogzjfmiuwn5h6vsk2a4syd.onion

Dark.Fail

o dark.fail

o darkfailenbsdlaSmal2mxn2uz660d5vtzdSqozslagrfzachha3f3id.onion

TheTorTimes


https://daunt.link0/
file:///C:/Users/human/.config/joplin-desktop/tmp/4a0ee8a673e947155f3f7b28ee4f26cc.html
https://tor.taxi/
file:///C:/Users/human/.config/joplin-desktop/tmp/4a0ee8a673e947155f3f7b28ee4f26cc.html
https://dark.fail/
https://darkfailenbsdla5mal2mxn2uz66od5vtzd5qozslagrfzachha3f3id.onion.dance/

o tortimes.com

o tortimeswaglzti2agbjoieisne4ubyuoeiiugel2layyudcfrwin76gd.onion

o tortimeswqlzti2agbjoieisne4ubyuoeiiugel2layyudcfrwin76qgd.onion/forums/

o tortimeswqlzti2agbjoieisne4ubyuoeiiugel2layyudcfrwin76qgd.onion/onions/

e Dread/d/HiddenService - A subdread for mass posting of hidden services.

o dreadytofatroptsdj6io713xptbet6onoyno2yv7jicoxknyazubrad.onion/d/HiddenService
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Forums

¢ Dread - Dread is an onion based free speech platform and forum, where you can post, comment
and share among tonnes of different communities. This is a darknet social media platform similar to
Reddit.

o g660l3eb5ujdckzqqfmjsbpdjufmjd5nsgdipvxmsh7rckzlhywlzlgd.onion

e Pitch - Pitch is a free tor only social media platform that allows users to share posts and follow other
users. This is a darknet social media platform similar to Twitter/X.

o pitchzzzootSi4cpsblu2d5poifsyixo5rdlitxkukstreSirbjakxid.onion

e Reddit

o r/onions, r/darknet, r/deepweb, r/TOR, r/tails

Search Engines
e Ahmia - Darknet search engine.

o ahmia.fi

o juhanurmihxlp77nkq76byazcldy2himovfu2epviSankdibsot4csyd.onion

e VormWeb - Darknet search engine.

o vormweb.de/en/

o volkancfgpi4c7ghph6id2t7vcntenuly66qjt6oedwtjmyjd4tkk5oqd.onion/en/

e DuckDuckGo - Clearnet search engine.

o duckduckgo.com



https://tortimes.com/
http://tortimeswqlzti2aqbjoieisne4ubyuoeiiugel2layyudcfrwln76qd.onion.dance/
http://tortimeswqlzti2aqbjoieisne4ubyuoeiiugel2layyudcfrwln76qd.onion.dance/forums/
http://tortimeswqlzti2aqbjoieisne4ubyuoeiiugel2layyudcfrwln76qd.onion.dance/onions/
http://dreadytofatroptsdj6io7l3xptbet6onoyno2yv7jicoxknyazubrad.onion.dance/d/HiddenService
http://pitchprash4aqilfr7sbmuwve3pnkpylqwxjbj2q5o4szcfeea6d27yd.onion.dance/
http://g66ol3eb5ujdckzqqfmjsbpdjufmjd5nsgdipvxmsh7rckzlhywlzlqd.onion.dance/
http://pitchprash4aqilfr7sbmuwve3pnkpylqwxjbj2q5o4szcfeea6d27yd.onion.dance/
https://pitchzzzoot5i4cpsblu2d5poifsyixo5r4litxkukstre5lrbjakxid.onion.dance/
https://www.reddit.com/r/onions/
https://www.reddit.com/r/darknet/
https://www.reddit.com/r/deepweb/
https://www.reddit.com/r/TOR/
https://www.reddit.com/r/tails/
http://reddittorjg6rue252oqsxryoxengawnmo46qy4kyii5wtqnwfj4ooad.onion.dance/r/onions/
http://reddittorjg6rue252oqsxryoxengawnmo46qy4kyii5wtqnwfj4ooad.onion.dance/r/darknet/
http://reddittorjg6rue252oqsxryoxengawnmo46qy4kyii5wtqnwfj4ooad.onion.dance/r/deepweb/
http://reddittorjg6rue252oqsxryoxengawnmo46qy4kyii5wtqnwfj4ooad.onion.dance/r/TOR/
http://reddittorjg6rue252oqsxryoxengawnmo46qy4kyii5wtqnwfj4ooad.onion.dance/r/TOR/
http://juhanurmihxlp77nkq76byazcldy2hlmovfu2epvl5ankdibsot4csyd.onion.dance/
https://vormweb.de/en/
http://volkancfgpi4c7ghph6id2t7vcntenuly66qjt6oedwtjmyj4tkk5oqd.onion.dance/en/
https://duckduckgo.com/

o duckduckgogg42xjoc?2x3sjasowoarfbgcmvfimafttétwagswzczad.onion

¢ Brave - Clearnet search engine.

o search.brave.com

o search.brave4u7jddbv7cyviptqjc7jusxh72uik7zt6adtckl5f4nwy2v72qd.onion

e The Onion Archive - A darknet version of the Wayback Machine.

o x4ijfwy76n6jl7rs4qyhe6qisrvbxyuos3kaczgjpjcajigjzk3k7wqd.onion

¢ Narcoogle - Narcoogle is a powerful darknet market search engine that provides extensive

information about vendors and products.
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Journalism and Resources

Distributed Denial of Secrets - A Journalist organization that archives and publishes hacked and
leaked documents (no onion URL available at this time).

o ddosecrets.org

RiseUp - A service hosting organization for individuals such as journalists.

o riseup.net

o vww6ybal4bd7szmgncyruucpgfkgqahzddi37ktceo3ah7ngmcopnpyyd.onion

The NewYork Times

o nytimes.com

Pro Publica

o propublica.org

The Guardian

o theguardian.com

o guardian2zotagl6tmjucg3irhxdk4dw3lhbgnkvvkywawy3ogfoprid.onion
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http://duckduckgogg42xjoc72x3sjasowoarfbgcmvfimaftt6twagswzczad.onion.dance/
https://search.brave.com/
http://search.brave4u7jddbv7cyviptqjc7jusxh72uik7zt6adtckl5f4nwy2v72qd.onion.dance/
http://x4ijfwy76n6jl7rs4qyhe6qi5rv6xyuos3kaczgjpjcajigjzk3k7wqd.onion.dance/
https://ddosecrets.org/
https://riseup.net/
http://vww6ybal4bd7szmgncyruucpgfkqahzddi37ktceo3ah7ngmcopnpyyd.onion.dance/
https://www.nytimes.com/
http://nytimesn7cgmftshazwhfgzm37qxb44r64ytbb2dj3x62d2lljsciiyd.onion.dance/
https://www.propublica.org/
http://p53lf57qovyuvwsc6xnrppyply3vtqm7l6pcobkmyqsiofyeznfu5uqd.onion.dance/
https://www.theguardian.com/
https://www.guardian2zotagl6tmjucg3lrhxdk4dw3lhbqnkvvkywawy3oqfoprid.onion.dance/europe

Domains

Name
VirusTotal

Cloudflare Radar

URLscan.io

Redirect Detective

Unfurl

Check Short URL

[

rl2png

ViewDNS

Threat Intelligence Platform

Domain Tools
Whois

Whoxy

Whois History
Spy_ On Web
Analyze ID
Built With
DNSLytics
Hacker Target
CRT.sh
Host.io

Hacker Target Extract-Links

smallSEOtools Backlink
Checker

Nerdy Data

smallSEOtools Plagiarism
Checker

Copy _Scape Plagiarism
Checker

theHarvester

Description

URL Scanning

URL Scanning

URL Scanning

URL Mapping

URL Mapping

Short URL Info

Domain Landing Page Snapshot

Domain Lookup

Domain Lookup

Domain Lookup

Whois Domain Registration

Whois Historical Domain Registration

Whois Historical Domain Registration

Domain Analytic IDs

Domain Analytic IDs

Domain Analytic IDs

Domain Analytic IDs

Find Historic Analytics IDs Used For A Domain
SSL Certificates Lookup

View Domains That Post Links To Your Target Domain
Find Links That Are Listed Inside Of A Target Domain

View Domains That Post Links To Your Target Domain
(backlinks)

Source Code Search Tool (Search Indexed Source Code From
Websites)

Locate Domains Posting Similar Content

Locate Domains Posting Similar Content

Gather Subdomains, Emails, And IP Addresses Of Target
Websites


https://virustotal.com/
https://radar.cloudflare.com/scan
https://urlscan.io/
https://redirectdetective.com/index.html
https://dfir.blog/unfurl/
https://checkshorturl.com/
https://www.url2png.com/
https://viewdns.info/
https://threatintelligenceplatform.com/
https://whois.domaintools.com/
https://www.kali.org/tools/whois/
https://whoxy.com/
https://whois-history.whoisxmlapi.com/
https://spyonweb.com/
https://analyzeid.com/
https://builtwith.com/
https://dnslytics.com/reverse-analytics
https://hackertarget.com/reverse-analytics-search
https://crt.sh/
https://host.io/
https://hackertarget.com/extract-links
https://smallseotools.com/backlink-checker
https://smallseotools.com/backlink-checker
https://www.nerdydata.com/
https://smallseotools.com/plagiarism-checker/
https://smallseotools.com/plagiarism-checker/
https://www.copyscape.com/
https://www.copyscape.com/
https://github.com/laramies/theHarvester

Name
Sublist3r
Photon
Metagoofil
Spiderfoot
httrack

WebAppReader

SecurityTrails
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IP Addresses

Name

IP Lookup
Ipinfo.io

IP Location
That's Them
Abuse IPDB
Tor Project
Tor Project

| Know What You
Download

Wikipedia
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Description

Gather Subdomains Of Target Websites

Gather Information From Target Websites
Discover Documents Listed On Target Websites
Gather Information From Target Websites
Mirror A Website Locally

Mirror A Website Locally

Subdomains, DNS, and historical data

Description

IP Address Lookup (Shows If A Proxy, VPN, or Tor Is Being Used)
IP Address Lookup (Shows If A Proxy, VPN, or Tor Is Being Used)
IP Address Lookup

IP Address Lookup

Malicious IP Address Lookup

Look Up Information About Tor Relays

Search An IP Address To See If It Was Ever Used As A Tor Relay

Search An IP Address To See What Torrents An IP Address Has
Downloaded

Wikipedia displays IP of edits made

Radio Frequency and Wireless Networks

Name

Radio Reference

Radio Locator

FCC ID Database

Broadcastify,

Wigle

Description

Radio Frequency Database

Radio Station Frequency Database

Radio FCC ID Database

Live Radio Traffic (including police and fire)

Wireless Network Map


https://github.com/aboul3la/Sublist3r
https://github.com/s0md3v/Photon
https://github.com/opsdisk/metagoofil
https://github.com/smicallef/spiderfoot
https://github.com/xroche/httrack
https://flathub.org/apps/org.mintguide.WebAppReader
https://securitytrails.com/
https://ip-lookup.org/
https://ipinfo.io/
https://iplocation.net/
https://thatsthem.com/reverse-ip-lookup
https://www.abuseipdb.com/
https://metrics.torproject.org/rs.html#search
https://metrics.torproject.org/exonerator.html
https://iknowwhatyoudownload.com/
https://iknowwhatyoudownload.com/
https://www.wikipedia.org/
https://www.radioreference.com/
https://radio-locator.com/
https://fccid.io/
https://www.broadcastify.com/
https://www.wigle.net/

Name
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Transportation

Name

Epic VIN

Vin Check

VIN Gurus
ADSB Exchange

Flight Radar 24

Description

Description

Vehicle VIN/LP Lookup
Vehicle VIN Lookup
Vehicle VIN Lookup
Live Flight Tracking

Live Flight Tracking

Flightaware Live Flight Tracking

Vessel Finder Live Maritime Tracking
Vessel Tracker Live Maritime Tracking
Marine Traffic Live Maritime Tracking
geOps Live Railway Tracking

Open Railway Map Railway Map

Track-Trace Cargo And Shipping Tracking
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Webcams
Name Description
CamScape Live Webcam Monitoring
WorldCam Live Webcam Monitoring
EarthCam Live Webcam Monitoring
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Sock Account Creation

Name Description

PERSONA Masterlist Master List Of Tools For Persona Creation

Fake Name Generator Generate Sock Puppet Names



https://epicvin.com/
https://vincheck.inf/
https://vingurus.com/
https://globe.adsbexchange.com/
https://www.flightradar24.com/
https://www.flightaware.com/live/
https://www.vesselfinder.com/
https://www.vesseltracker.com/
https://marinetraffic.com/
https://mobility.portal.geops.io/
https://www.openrailwaymap.org/
https://www.track-trace.com/
https://www.camscape.com/
https://worldcam.eu/
https://www.earthcam.com/
https://start.me/p/ZkMLp5/persona
https://fakenamegenerator.com/

Name

Fake Identity Generator

ID Creator
Fake Biography Generator

This Resume Does Not Exist

This Person Does Not Exist

This Rental Does Not Exist

Proton Mail
Simple Login
Temp-Mail
Guerrilla Mail

10 Minute Mail

Description

Generate Sock Puppet Identities
Generate Sock Puppet ID Cards
Generate A Biography For Your Sock Puppet
Generate Sock Puppet Resumes
Generate Sock Puppet Profile Pictures
Generate Sock Puppet Housing Photos
Long Term Encrypted Email Service
Email Alias Forwarding Service

Burner Email Service

Burner Email Service

Burner Email Service
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Learn

Name

Intel Techniques - Resources for Uncovering
Online Information - 11th Edition (2024)

Intel Techniques - Resources for Uncovering
Online Information - 10th Edition

Intel Techniques - OSINT Techniques Leaks,
Breaches, & Logs

Intel Techniques - OSINT Techniques The
Ultimate Virtual Machine

Hackers-Arise (OccupyTheWeb)

TheCyberMentor

Garry Rudell
David Bombal

Network Chuck

OSINT Dojo

iMentor

CyberSudo

Description

Intel Techniques Manual For OSINT Invetigative
Techniques (Newest Version)

Intel Techniques Manual For OSINT Invetigative
Techniques

OSINT Manual On How To Find And Acquire
Leaked And Breached Information

OSINT Manual On How To Setup Virtual
Machines For OSINT Investigations

Guides On Using Various OSINT Techniques
And Tools

TCM OSINT in 5 Hours (Youtube)

Garry Ruddell OSINT Series (Youtube)
David Bombal OSINT Series (Youtube)
Network Chuck OSINT Series (Youtube)
OSINT Dojo OSINT Series (Youtube)
iMentor OSINT Series (Youtube)

CyberSudo OSINT Series (Youtube)


https://backgroundchecks.org/justdeleteme/fake-identity-generator/
https://www.idcreator.com/
https://www.character-generator.org.uk/bio/
https://thisresumedoesnotexist.com/
https://thispersondoesnotexist.com/
https://thisrentaldoesnotexist.com/
file:///C:/Users/human/.config/joplin-desktop/tmp/4a0ee8a673e947155f3f7b28ee4f26cc.html
file:///C:/Users/human/.config/joplin-desktop/tmp/4a0ee8a673e947155f3f7b28ee4f26cc.html
https://temp-mail.org/en/
https://www.guerrillamail.com/
https://10minutemail.com/
https://inteltechniques.com/book1.html
https://inteltechniques.com/book1.html
https://inteltechniques.com/book1.html
https://inteltechniques.com/book1.html
https://inteltechniques.com/book1a.html
https://inteltechniques.com/book1a.html
https://inteltechniques.com/book1b.html
https://inteltechniques.com/book1b.html
https://hackers-arise.net/osint/
https://www.youtube.com/watch?v=qwA6MmbeGNo
https://www.youtube.com/watch?v=YkUnuouRhuE&list=PLGVRVoFJSLuV24yTzwB1iRLk0D_rULPt_
https://www.youtube.com/watch?v=ImWJgDQ-_ek&list=PLhfrWIlLOoKPT0y4R_mM4y-2QdfLpAWXl
https://www.youtube.com/playlist?list=PLIhvC56v63IJ9SYBtdDsNnORfTNFCXR8_
https://www.youtube.com/@OSINTDojo
https://www.youtube.com/watch?v=BAoNt7Ks28U&list=PL1nXkyUAgq7q5wtI4NHhwG6O5772qyzHt
https://www.youtube.com/watch?v=-5l1gUqxZiI&list=PLUGt-eDfwuxBsycGRw6-fbTbcYPC2VQgn

Name

Cody Bernardy

Description

Cody Bernardy OSINT Series (Youtube)

TracelLabs Tracelabs OSINT Channel (Youtube)
Tracelabs Tracelabs CTF Write-ups

OSINT Dojo OSINT Dojo Website

Bellingcat Bellingcat Website

Bellingcat Bellingcat - How To Get Started Investigating

hatless1der

Payment Gateways Online

Advanced OSINT The Art Of Pivoting

NixIntel Geolocating Mobile Phones With An IP
OSINT Walkthrough Of How PomPomPurin Of

Arden22 BreachForums Was Captured By Law
Enforcement

neosplOit ART OF OSINT : Whispers of the Web

Micah Webbreacher Hoffman Personal Blog

Rae Baker OSINT Tutorials Blog

cipher287 Python For OSINT 21 Days

cipher287 Linux For OSINT 21 Days

How To Use Developer Tools And Javascript In

Black Hills Infosec Webapp Pentest

The OSINT Newsletter The OSINT Newsletter Website

r/OSINT Reddit OSINT Subreddit
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Practice

Challenge Platform

OhSint - General OSINT TryHackMe
Sakura - OSINT Dojo TryHackMe
WebOSINT - Web Domain OSNIT TryHackMe
SomeSint - SOCMINT TryHackMe
Searchlight - Imagery Intelligence TryHackMe
Geolocating Images TryHackMe

How To Use Shodan.io Walkthrough TryHackMe



https://www.youtube.com/@0x4rk0
https://www.youtube.com/@TraceLabsVideos
https://github.com/tracelabs/searchparty-ctf-writeups/blob/master/searchparty-ctf-writeups.md
https://www.osintdojo.com/
https://www.bellingcat.com/
https://www.bellingcat.com/resources/2024/03/26/how-to-get-started-investigating-payment-gateways-online/
https://hatless1der.com/advanced-osint-the-art-of-pivoting/
https://nixintel.info/osint/geolocating-mobile-phones-with-an-ip/
https://arden22.substack.com/p/pompompurin-and-breachforums
https://neospl0it.github.io/posts/osint/
https://webbreacher.com/
https://www.raebaker.net/blog
https://github.com/cipher387/python-for-OSINT-21-days/tree/main
https://github.com/cipher387/linux-for-OSINT-21-day
https://www.blackhillsinfosec.com/webcast-free-tools-how-to-use-developer-tools-and-javascript-in-webapp-pentests/
https://osintnewsletter.com/
https://www.reddit.com/r/OSINT/
https://tryhackme.com/r/room/ohsint
https://tryhackme.com/r/room/sakura
https://tryhackme.com/r/room/webosint
https://tryhackme.com/r/room/somesint
https://tryhackme.com/r/room/searchlightosint
https://tryhackme.com/r/room/geolocatingimages
https://tryhackme.com/r/room/shodan

Challenge

Cody Bernardy OSINT Challenges
Playlist

OSINTdojo OSINT Challenges Playlist

Various OSINT Challenges

Geolocation Challenges

Various OSINT and Sourcing_ Challenges

Various OSINT Challenges

Various OSINT Challenges

Geolocation Challenges

Identify Unknown Obijects

Live CTFs For Finding_ Missing_People

Various OSINT Challenges

Open Source Challenge

Platform
Youtube

Youtube

OSINT Dojo
Geoguessr
Sourcing.Games

Kase Scenarios

Sofia Santos
Reddit/r/geochallenges
Reddit/r/whatisthis
TracelLabs
HackYourMom

Bellingcat

Big Ass Broker OPT Out List Practice By Removing Your Data From Data Brokers

IntelTechniques Data Removal Guide Practice By Removing Your Data From Data Brokers

IntelTechniques Credential Exposure
Removal Gudie

Practice By Removing Your Data From Credential
Exposure Lists
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Procedure

Tools

e cupidcrdwl
¢ phoneinfoga

e hunchly (paid)
Methods
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Assorted Kit

Master List Description

Stefanie Proto Pages Search Engine List

cipher387 Dork List Search Engine Master Dork List



https://youtube.com/playlist?list=PLc_hdO4HVYGCg21E7lSQY6UltFigzwbbw&si=JrECV_G4g69GGYs5
https://youtube.com/playlist?list=PLc_hdO4HVYGCg21E7lSQY6UltFigzwbbw&si=JrECV_G4g69GGYs5
https://www.youtube.com/watch?v=4Hkdxnqz1mg&list=PLtoC6Cd29__XR223Kgup_eOD-8EkDQctr
https://www.osintdojo.com/resources/#ctfs
https://www.geoguessr.com/
https://sourcing.games/
https://kasescenarios.com/
https://gralhix.com/list-of-osint-exercises/
https://www.reddit.com/r/geochallenges/
https://www.reddit.com/r/Whatisthis/
https://tracelabs.org/
https://hackyourmom.com/en/kibervijna/osint-ctf-challenges/
https://challenge.bellingcat.com/
https://github.com/yaelwrites/Big-Ass-Data-Broker-Opt-Out-List
https://inteltechniques.com/workbook.html
https://inteltechniques.com/exposure.html
https://inteltechniques.com/exposure.html
https://github.com/OSINTI4L/cupidcr4wl
https://github.com/sundowndev/phoneinfoga
https://hunch.ly/
https://start.me/p/b5ynOQ/sprp77-search-engines
https://github.com/cipher387/Dorks-collections-list

Master List
Bruno Mortier

OSINTFramework

Meta OSINT

Osintia Zoekslag

Bohdan Taraneko

OSINT For Countries

Sightlent
ItisMeCall911

wddadk

Emmanuelle Welch

Igor Bederov

Sussex Global Analysis

Anungzawmyoo
NCSO

Zook

awesome_osint_blockchain_analysis

Rae Baker
Intel Techniques

Darkweb Informer

Osint

O
=3

Sint

o

ellingc

Jivoi Awesome OSINT

OhShint
NixIntel

OSINT Combine
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Description

Sock Puppet Persona Creation
Web-based GUI OSINT Toolkit
Web-based GUI OSINT Toolkit
Social Media OSINT Toolkit

Online Gaming Intelligence Toolkit
OSINT Resources Toolkit Organized by Country
OSINT Resources Toolkit Organized by Country
OSNT Toolkit for Telegram

Offensive OSINT Tools

OSINT For Dating and Hookup Sites
OSINT Resources For Images
International Security Research
DarkWeb OSINT Resources
DarkWeb OSINT Resources

OSINT Mapping Resources
Blockchain Analysis OSINT Toolkit
Rae Baker Toolkit

Michael Bazzell Toolkit

General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit

General OSINT Resources Toolkit


https://start.me/p/ZkMLp5/persona
https://osintframework.com/
https://metaosint.github.io/
https://start.me/p/4K0DXg/social-media
https://start.me/p/aL6BOM/online-gaming-intelligence
https://github.com/wddadk/OSINT-for-countries
https://start.me/p/jj2XEr/osint-global-non-us
https://github.com/ItIsMeCall911/Awesome-Telegram-OSINT
https://github.com/wddadk/Offensive-OSINT-Tools
https://start.me/p/VRxaj5/dating-apps-and-hook-up-sites-for-investigators
https://start.me/p/0PgzqO/photo-osint
https://start.me/p/2pMv6d/international-security-research
https://start.me/p/QR6yd4/dfm-dark-web
https://start.me/p/X2wwpk/14-dark-web-breach-data
https://start.me/p/8ykwnj/mappy
https://github.com/aaarghhh/awesome_osint_blockchain_analysis
https://start.me/p/7kYgk2/rae-baker-deep-dive-osint
https://inteltechniques.com/tools/index.html
https://darkwebinformer.com/tag/osint/
https://start.me/p/rxDad8/global
https://start.me/p/KMjgBy/sim-s-tools
https://bellingcat.gitbook.io/toolkit
https://github.com/jivoi/awesome-osint
https://github.com/OhShINT/ohshint.gitbook.io
https://start.me/p/rx6Qj8/nixintel-s-osint-resource-list
https://www.osintcombine.com/tools
https://github.com/cipher387/osint_stuff_tool_collection
https://start.me/p/BnrMKd/01-ncso
https://start.me/p/ZNLPYO/verification-tools
https://start.me/p/b5Aow7/asint_collection

Master List
N3m3sis

0p3nM1ndOSINT

9]

tephen

FAROS

The Cyber Mentor OSINT Resources

The Ultimate OSINT Collection - Hatless1der

Dan

Bader Alrowaiei

Kamil

OSINT-10

Fifth Future

Ebaco

WebNoster

Fusion Intelligence
AzuleOnyx

Richard Cranium

JIitz88
MTHRFCKR
OpCenter

BBC Africa Eye

Tomoko Discovery

Jonny Blaze
Trouble Fake
Aungzawmyoo
TracelLabs
AaronCT]
CyberSecStu

ARPSyndicate Awesome Intelligence
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Documentation

Description

General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSNIT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit
General OSINT Resources Toolkit

General OSINT Resources Toolkit


https://start.me/p/7kMdYp/karma-toolkit
https://start.me/p/NQlBkX/investigation-bookmarks
https://start.me/p/8y52v0/tools-list
https://start.me/p/1kvvxN/faros-osint-resources
https://github.com/TCM-Course-Resources/Open-Source-Intellingence-Resources
https://start.me/p/DPYPMz/the-ultimate-osint-collection
https://start.me/p/gyaOJz/investigator-tools
https://start.me/p/vjqXe1/toposint-com
https://start.me/p/DP62zl/counterintelligence-pl
https://start.me/p/1kOJ9N/16-osint-io
https://start.me/p/3y5nEE/adze-the-osint-helper
https://start.me/p/MEXNOe/osint-resources-master-repository
https://start.me/p/lLA8ED/webnoser-osint
https://start.me/p/dl7q50/fusion-intelligence
https://start.me/p/q6QJXo/azuleonyx-osint
https://start.me/p/0PwOGl/osint-all
https://start.me/p/NxG806/ti
https://start.me/p/DPAL4o/search-party
https://start.me/p/GEpnjd/opcenter
https://start.me/p/m6OJgv/the-bbc-africa-eye-forensics-dashboard
https://start.me/p/lLzzg7/tomoko-discovery-osint
https://start.me/p/q6naJo/osint-links
https://start.me/p/QRQb0O/trouble-fake
https://start.me/p/nRvKOn/dfm-sm-osint
https://github.com/tracelabs/awesome-osint
https://docs.google.com/spreadsheets/d/1klugQqw6POlBtuzon8S0b18-gpsDwX-5OYRrB7TyNEw/edit?gid=0#gid=0
https://docs.google.com/spreadsheets/d/1JxBbMt4JvGr--G0Pkl3jP9VDTBunR2uD3_faZXDvhxc/edit?gid=603724104#gid=603724104
https://github.com/ARPSyndicate/awesome-intelligence

Joplin Note Taking (FOSS)
Obsidian Note Taking (Free Proprietary)
Hunchly (Paid) Forensic Documentation (Paid)
draw.io Flow charts, diagrams
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Al Agents
Gemini Google Gemini
ChatGPT OpenAl ChatGPT
DeepSeek Chinese DeepSeek
Meta Al Meta Al
Copilot Microsoft Copilot

Github Copilot Microsoft Github Copilot
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https://joplinapp.org/
https://obsidian.md/
https://hunch.ly/
https://app.diagrams.net/
https://gemini.google.com/
https://chatgpt.com/
https://chat.deepseek.com/
https://www.meta.ai/
https://copilot.microsoft.com/
https://github.com/copilot

