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File Name:

Package Name:

Scan Date:

App Security Score:

Grade:

2025-12-19-1916_Zero_Tochu_-Enjoy_Yourself_.apk
com.zero.tochu

Dec. 20, 2025, 5:14 p.m.

55/100 (MEDIUM RISK)



& FINDINGS SEVERITY

% HIGH v SECURE @ HOTSPOT

&= FILE INFORMATION

File Name: 2025-12-19-1916_Zero_Tochu_-Enjoy_Yourself_.apk

Size: 43.65MB

MD5: 1ea1140228413b865d1544dc93be8d3c

SHA1: 52723a191d1c0fbac6b9abc2d54e91dbbc90cf35

SHA256: 519b439cd4bb5f541ce1c0820fcc4bea3280c50fa42d6d4e7207a536e7fab881

1 APP INFORMATION

App Name: Zero Tochu

Package Name: com.zero.tochu

Main Activity: com.zero.touch.ui.activity.LaunchActivity
Target SDK: 35

Min SDK:

Max SDK:

Android Version Name:

Android Version Code:

== APP COMPONENTS



Activities: 34
Services: 9
Receivers: 11
Providers: 3
Exported Activities: 1
Exported Services: 0
Exported Receivers: 8
Exported Providers: O

#% CERTIFICATE INFORMATION

Binary is signed

v1 signature: False

V2 signature: True

v3 signature: True

v4 signature: False

X.509 Subject: CN=Qinglong Ma, O=Zero TouchGroup, L=Longhui, ST=Hunan, C=zh_CN
Signature Algorithm: rsassa_pkcs1v15

Valid From: 2023-12-04 06:31:59+00:00

Valid To: 2122-11-10 06:31:59+00:00

Issuer: CN=Qinglong Ma, O=Zero TouchGroup, L=Longhui, ST=Hunan, C=zh_CN

Serial Number: 0x1

Hash Algorithm: sha256

md5: d1fd5b957e28873bafe19d0833512ab6

sha1: dad2de11846fa21937628104f39c6710de159d46

sha256: cd47ef74312425b0423624968768d7a5e390e104a4ab33bf03fc41e235cc160f
sha512: 02ad0af613d2f84d5f27e2c705cc5694b498dfbc96da64006f2ab13ab1572662b7be91d2f0ae8420ed4b0732f398d49b373f5d2a6659984586d505e30dc4b2e8
PublicKey Algorithm: rsa

Bit Size: 2048

Fingerprint: 3eac7f30f03534a970bf2257fc8cfc2e77b0cbd1b886b5c970ec380c9ec84656
Found 1 unique certificates

:= APPLICATION PERMISSIONS

PERMISSION STATUS INFO DESCRIPTION




PERMISSION STATUS

INFO

DESCRIPTION

unknown

Unknown permission

Unknown permission from android reference

4 APKID ANALYSIS

FILE DETAILS
FINDINGS DETAILS
1ea1140228413b865d1544dc93be8d3c.apk
Packer Found Jiagu
FINDINGS DETAILS
classes.dex
Compiler dexlib 2.x
FINDINGS DETAILS
lib/arm64-v8a/libsaasCorePlayer.so Alipay
anti_hook syscalls




FILE

DETAILS

lib/armeabi-v7a/libsaasCorePlayer.so

FINDINGS

DETAILS

Alipay

& NETWORK SECURITY

NO SCOPE SEVERITY DESCRIPTION
B CERTIFICATE ANALYSIS
HIGH: 0 | 0| INFO: 1

TITLE SEVERITY DESCRIPTION

Signed Application info Application is signed with a code signing certificate

Q, MANIFEST ANALYSIS

HIGH: 0 |

10 | INFO: 0 | SUPPRESSED: 0




NO

ISSUE

SEVERITY

DESCRIPTION

Application Data can
be Backed up
[android:allowBackup]
flag is missing.

The flag [android:allowBackup] should be set to false. By default it is set to true and allows anyone to backup your
application data via adb. It allows users who have enabled USB debugging to copy application data off of the device.

Activity () is not

An Activity is found to be shared with other apps on the device therefore leaving it accessible to any other application on

2 Protected. ) . ) - L -
. ) . the device. The presence of intent-filter indicates that the Activity is explicitly exported.
An intent-filter exists.
Broadcast Receiver
3 i< not Protected 0 A Broadcast Receiver is found to be shared with other apps on the device therefore leaving it accessible to any other
) ) - application on the device. The presence of intent-filter indicates that the Broadcast Receiver is explicitly exported.
An intent-filter exists.
Broadcast Receiver R . ) R .
4 is not Protected 0 A Broadcast Receiver is found to be shared with other apps on the device therefore leaving it accessible to any other
. . » application on the device. The presence of intent-filter indicates that the Broadcast Receiver is explicitly exported.
An intent-filter exists.
Broadcast Receiver
5 i not Protected 0 A Broadcast Receiver is found to be shared with other apps on the device therefore leaving it accessible to any other
. ) o application on the device. The presence of intent-filter indicates that the Broadcast Receiver is explicitly exported.
An intent-filter exists.
Broadcast Receiver o . ) L .
6 i< not Protected 0 A Broadcast Receiver is found to be shared with other apps on the device therefore leaving it accessible to any other
. ) » application on the device. The presence of intent-filter indicates that the Broadcast Receiver is explicitly exported.
An intent-filter exists.
Broadcast Receiver
7 i not Protected 0 A Broadcast Receiver is found to be shared with other apps on the device therefore leaving it accessible to any other
. ) » application on the device. The presence of intent-filter indicates that the Broadcast Receiver is explicitly exported.
An intent-filter exists.
Broadcast Receiver
. 0 A Broadcast Receiver is found to be shared with other apps on the device therefore leaving it accessible to any other
8 is not Protected.

An intent-filter exists.

application on the device. The presence of intent-filter indicates that the Broadcast Receiver is explicitly exported.




An intent-filter exists.

NO | ISSUE SEVERITY | DESCRIPTION
Broadcast Receiver () — . ) o )
9 is not Protected A Broadcast Receiver is found to be shared with other apps on the device therefore leaving it accessible to any other
. ) » application on the device. The presence of intent-filter indicates that the Broadcast Receiver is explicitly exported.
An intent-filter exists.
Broadcast Receiver () N . . L .
) A Broadcast Receiver is found to be shared with other apps on the device therefore leaving it accessible to any other
10 is not Protected.

application on the device. The presence of intent-filter indicates that the Broadcast Receiver is explicitly exported.

<[> CODE ANALYSIS

NO

ISSUE

SEVERITY STANDARDS FILES

P SHARED LIBRARY BINARY ANALYSIS

NO

SHARED OBJECT

NX

STACK SYMBOLS

PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a objectis value enabled. have RUNPATH ['_read_chk',
memory build with - added to RELRO run-time set. ' _strlen_chk’,
page non- fPIC flag the stack ensures search ' _FD_SET chk',
executable which so that it that the path or '__snprintf_chk',
making enables will be GOT RPATH '_sprintf_chk']
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
1 assets/libjiagu_x64.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




return.

STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
2 assets/libjiagu.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function




return.

STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a objectis value enabled. have RUNPATH ['_strlen_chk',
memory build with - added to RELRO run-time set. '_snprintf_chk’,
page non- fPIC flag the stack ensures search ' _FD_SET chk',
executable which so that it that the path or '__sprintf_chk’,
making enables will be GOT RPATH '_read_chk]
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
3 assets/libjiagu_a64.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function




return.

STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
4 assets/libjiagu_x86.s0 non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
5 arm64-v8a/libBugly.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




return.

STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a objectis value enabled. have RUNPATH ['_strchr_chk',
memory build with - added to RELRO run-time set. ' _memset_chk’,
page non- fPIC flag the stack ensures search '_memcpy_chk’,
executable which so that it that the path or '_strcpy_chk’,
making enables will be GOT RPATH '_strlen_chk]
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
arme4-
6 v8allibalivcffmpeg.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function




return.

STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a objectis value enabled. have RUNPATH ['__strncpy_chk!,
memory build with - added to RELRO run-time set. ' _FD_ISSET chk!,
page non- fPIC flag the stack ensures search '_strlen_chk,
executable which so that it that the path or '_vsprintf_chk',
making enables will be GOT RPATH ' _strcat_chk!,
attacker Position overwritten cannot be set. '_strchr_chk!,
injected independent by a stack overwritten '_memcpy_chk’,
—— shellcode code. This buffer that in ' _FD_SET chk!,
7 ) non- makes overflows vulnerable ' _memset_chk’,
v8a/libsaasCorePlayer.so
executable. Return the return ELF '__strcpy_chk’,
Oriented address. binaries. In '_vsnprintf_chk']
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function




return.

STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
—— shellcode code. This buffer that in D_FORTIFY_SOURCE=2
8 v8a/libBugly_Native.so non- makes overflows vulnerable to fortify functions.
- executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic False Full RELRO None None False True
info Shared high info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info does not object has binary does not have any fortified stripped.
set. This The shared have a full RELRO does not have functions. Fortified
marks a objectis stack enabled. have RUNPATH functions provides
memory build with - canary RELRO run-time set. buffer overflow
page non- fPIC flag value ensures search checks against glibc's
executable which added to that the path or commons insecure
making enables the stack. GOT RPATH functions like strcpy,
attacker Position Stack cannot be set. gets etc. Use the
injected independent canaries overwritten compiler option -
shellcode code. This are used to in D_FORTIFY_SOURCE=2
non- makes detect and vulnerable to fortify functions.
executable. Return prevent ELF This check is not
Oriented exploits binaries. In applicable for
Programming from Full RELRO, Dart/Flutter libraries.
9 arm64-v8a/libijkffmpeg.so (ROP) attacks overwriting the entire
much more return GOT (.got
difficult to address. and .got.plt
execute Use the both) is
reliably. option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFlis used.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a objectis value enabled. have RUNPATH ['_strrchr_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_memcpy_chk’,
executable which so that it that the path or '_strchr_chk!,
making enables will be GOT RPATH '_vsprintf_chk’,
attacker Position overwritten cannot be set. '_strncpy_chk']
injected independent by a stack overwritten
shellcode code. This buffer that in
10 arme4-v8a/librtmp-jni.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
11 arme4-v8a/libijkplayer.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
—— shellcode code. This buffer that in D_FORTIFY_SOURCE=2
12 V8a/libsaasDownloader <o non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
13 arme4-v8a/libijksdl.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
14 armeabi-v7a/libBugly.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
. shellcode code. This buffer that in D_FORTIFY_SOURCE=2
armeabi- . .
15 v7allibalivefmpeg.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a objectis value enabled. have RUNPATH ['__strcpy_chk!,
memory build with - added to RELRO run-time set. ' _strlen_chk’,
page non- fPIC flag the stack ensures search '_vsnprintf_chk’,
executable which so that it that the path or '_vsprintf_chk',
making enables will be GOT RPATH '_strchr_chk']
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
) shellcode code. This buffer that in
armeabi-
16 V7allibsaasCorePlayer.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
. shellcode code. This buffer that in D_FORTIFY_SOURCE=2
armeabi- . .
17 v7a/libBugly_Native.so non- makes overflows vulnerable to fortify functions.
- executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic False Full RELRO None None False True
info Shared high info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info does not object has binary does not have any fortified stripped.
set. This The shared have a full RELRO does not have functions. Fortified
marks a objectis stack enabled. have RUNPATH functions provides
memory build with - canary RELRO run-time set. buffer overflow
page non- fPIC flag value ensures search checks against glibc's
executable which added to that the path or commons insecure
making enables the stack. GOT RPATH functions like strcpy,
attacker Position Stack cannot be set. gets etc. Use the
injected independent canaries overwritten compiler option -
shellcode code. This are used to in D_FORTIFY_SOURCE=2
non- makes detect and vulnerable to fortify functions.
executable. Return prevent ELF This check is not
Oriented exploits binaries. In applicable for
armeabi- Programming from Full RELRO, Dart/Flutter libraries.
18 V7allibijkffmpeg.so (ROP) attacks overwriting the entire
much more return GOT (.got
difficult to address. and .got.plt
execute Use the both) is
reliably. option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFlis used.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
. . shellcode code. This buffer that in D_FORTIFY_SOURCE=2
armeabi-v7a/librtmp- . .
19 . non- makes overflows vulnerable to fortify functions.
jni.so . .
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
. shellcode code. This buffer that in D_FORTIFY_SOURCE=2
armeabi- . .
20 v7allibijkplayer.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
. shellcode code. This buffer that in D_FORTIFY_SOURCE=2
armeabi- . .
21 V7a/libsaasDownloader <o non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
22 armeabi-v7a/libijksdl.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a objectis value enabled. have RUNPATH ['_read_chk',
memory build with - added to RELRO run-time set. ' _strlen_chk’,
page non- fPIC flag the stack ensures search ' _FD_SET chk!,
executable which so that it that the path or '__snprintf_chk',
making enables will be GOT RPATH '_sprintf_chk']
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
23 assets/libjiagu_x64.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
24 assets/libjiagu.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a objectis value enabled. have RUNPATH ['_strlen_chk',
memory build with - added to RELRO run-time set. '_snprintf_chk’,
page non- fPIC flag the stack ensures search ' _FD_SET chk',
executable which so that it that the path or '__sprintf_chk’,
making enables will be GOT RPATH '_read_chk]
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
25 assets/libjiagu_a64.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
26 assets/libjiagu_x86.s0 non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
27 arme4-v8a/libBugly.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a objectis value enabled. have RUNPATH ['_strchr_chk',
memory build with - added to RELRO run-time set. ' _memset_chk’,
page non- fPIC flag the stack ensures search '_memcpy_chk’,
executable which so that it that the path or '_strcpy_chk’,
making enables will be GOT RPATH '_strlen_chk]
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
arme4-
28 v8allibalivcffmpeg.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a objectis value enabled. have RUNPATH ['__strncpy_chk!,
memory build with - added to RELRO run-time set. ' _FD_ISSET chk!,
page non- fPIC flag the stack ensures search '_strlen_chk,
executable which so that it that the path or '_vsprintf_chk',
making enables will be GOT RPATH ' _strcat_chk/,
attacker Position overwritten cannot be set. '_strchr_chk!,
injected independent by a stack overwritten '_memcpy_chk’,
shellcode code. This buffer that in ' _FD_SET chk!,
29 arm§4— non- makes overflows vulnerable ' _memset_chk’,
v8a/libsaasCorePlayer.so
executable. Return the return ELF '__strcpy_chk’,
Oriented address. binaries. In '_vsnprintf_chk']
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
—— shellcode code. This buffer that in D_FORTIFY_SOURCE=2
30 v8a/libBugly_Native.so non- makes overflows vulnerable to fortify functions.
- executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic False Full RELRO None None False True
info Shared high info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info does not object has binary does not have any fortified stripped.
set. This The shared have a full RELRO does not have functions. Fortified
marks a objectis stack enabled. have RUNPATH functions provides
memory build with - canary RELRO run-time set. buffer overflow
page non- fPIC flag value ensures search checks against glibc's
executable which added to that the path or commons insecure
making enables the stack. GOT RPATH functions like strcpy,
attacker Position Stack cannot be set. gets etc. Use the
injected independent canaries overwritten compiler option -
shellcode code. This are used to in D_FORTIFY_SOURCE=2
non- makes detect and vulnerable to fortify functions.
executable. Return prevent ELF This check is not
Oriented exploits binaries. In applicable for
Programming from Full RELRO, Dart/Flutter libraries.
31 arm64-v8a/libijkffmpeg.so (ROP) attacks overwriting the entire
much more return GOT (.got
difficult to address. and .got.plt
execute Use the both) is
reliably. option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFlis used.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a objectis value enabled. have RUNPATH ['_strrchr_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_memcpy_chk’,
executable which so that it that the path or '_strchr_chk!,
making enables will be GOT RPATH '_vsprintf_chk’,
attacker Position overwritten cannot be set. '_strncpy_chk']
injected independent by a stack overwritten
shellcode code. This buffer that in
32 arme4-v8a/librtmp-jni.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
33 arme4-v8a/libijkplayer.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
—— shellcode code. This buffer that in D_FORTIFY_SOURCE=2
34 V8a/libsaasDownloader <o non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
35 arm64-v8a/libijksdl.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
36 armeabi-v7a/libBugly.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
. shellcode code. This buffer that in D_FORTIFY_SOURCE=2
armeabi- . .
37 v7allibalivefmpeg.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a objectis value enabled. have RUNPATH ['__strcpy_chk!,
memory build with - added to RELRO run-time set. ' _strlen_chk’,
page non- fPIC flag the stack ensures search '_vsnprintf_chk’,
executable which so that it that the path or '_vsprintf_chk',
making enables will be GOT RPATH '_strchr_chk']
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
) shellcode code. This buffer that in
armeabi-
38 V7allibsaasCorePlayer.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
. shellcode code. This buffer that in D_FORTIFY_SOURCE=2
armeabi- . .
39 v7a/libBugly_Native.so non- makes overflows vulnerable to fortify functions.
- executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic False Full RELRO None None False True
info Shared high info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info does not object has binary does not have any fortified stripped.
set. This The shared have a full RELRO does not have functions. Fortified
marks a objectis stack enabled. have RUNPATH functions provides
memory build with - canary RELRO run-time set. buffer overflow
page non- fPIC flag value ensures search checks against glibc's
executable which added to that the path or commons insecure
making enables the stack. GOT RPATH functions like strcpy,
attacker Position Stack cannot be set. gets etc. Use the
injected independent canaries overwritten compiler option -
shellcode code. This are used to in D_FORTIFY_SOURCE=2
non- makes detect and vulnerable to fortify functions.
executable. Return prevent ELF This check is not
Oriented exploits binaries. In applicable for
armeabi- Programming from Full RELRO, Dart/Flutter libraries.
40 v7allibijkffmpeg.so (ROP) attacks overwriting the entire
much more return GOT (.got
difficult to address. and .got.plt
execute Use the both) is
reliably. option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFlis used.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
. . shellcode code. This buffer that in D_FORTIFY_SOURCE=2
armeabi-v7a/librtmp- . .
41 o non- makes overflows vulnerable to fortify functions.
jni.so . .
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
. shellcode code. This buffer that in D_FORTIFY_SOURCE=2
armeabi- . .
42 v7allibijkplayer.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
. shellcode code. This buffer that in D_FORTIFY_SOURCE=2
armeabi- . .
43 V7a/libsaasDownloader <o non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
44 armeabi-v7a/libijksdl.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function
return.
B NIAP ANALYSIS v1.3
NO IDENTIFIER REQUIREMENT FEATURE DESCRIPTION




&5 BEHAVIOUR ANALYSIS

RULE ID BEHAVIOUR LABEL

FILES

00013 Read file and put it into a stream

com/tianyu/util/a.java

Read data and put it into a buffer
stream

00012

com/tianyu/util/a.java

Open a file from given absolute path of

00022 the file

com/stub/StubApp.java

¢2 7 ABUSED PERMISSIONS

TYPE MATCHES | PERMISSIONS

Malware Permissions 0/25

Other Common Permissions 0/44

Malware Permissions:
Top permissions that are widely abused by known malware.

Other Common Permissions:
Permissions that are commonly abused by known malware.

¥ OFAC SANCTIONED COUNTRIES

This app may communicate with the following OFAC sanctioned list of countries.




DOMAIN

COUNTRY/REGION

cloud-config-service-pre.rtc.aliyuncs.com

IP: 47.93.95.208
Country: China
Region: Zhejiang
City: Hangzhou

vpp-license-proxy.aliyuncs.com

IP: 139.196.135.171
Country: China
Region: Zhejiang
City: Hangzhou

px.ucweb.com

IP: 111.63.205.165
Country: China
Region: Beijing
City: Beijing

cloud-config-service.rtc.aliyuncs.com

IP: 47.93.95.208
Country: China
Region: Zhejiang
City: Hangzhou

dns.alidns.com

IP: 223.5.5.5
Country: China
Region: Zhejiang
City: Hangzhou

c.appjiagu.com

IP:123.125.81.24
Country: China
Region: Beijing
City: Beijing

videocloud.cn-hangzhou.log.aliyuncs.com

IP: 47.97.242.6
Country: China
Region: Zhejiang
City: Hangzhou




DOMAIN

COUNTRY/REGION

help.aliyun.com

IP: 203.119.144.200
Country: China
Region: Beijing
City: Beijing

@ DOMAIN MALWARE CHECK

DOMAIN

STATUS

GEOLOCATION

cloud-config-service-pre.rtc.aliyuncs.com

ok

IP: 47.93.95.208
Country: China

Region: Zhejiang

City: Hangzhou
Latitude: 30.293650
Longitude: 120.161423

View: Google Map

www.openssl.org

ok

IP: 34.49.79.89

Country: United States of America
Region: Texas

City: Houston

Latitude: 29.941401

Longitude: -95.344498

View: Google Map

vpp-license-proxy.aliyuncs.com

ok

IP:139.196.135.171
Country: China

Region: Zhejiang

City: Hangzhou
Latitude: 30.293650
Longitude: 120.161423

View: Google Map



http://maps.google.com/maps?q=30.293650,120.161423
http://maps.google.com/maps?q=29.941401,-95.344498
http://maps.google.com/maps?q=30.293650,120.161423

DOMAIN

STATUS

GEOLOCATION

px.ucweb.com

ok

IP:111.63.205.165
Country: China

Region: Beijing

City: Beijing

Latitude: 39.907501
Longitude: 116.397232

View: Google Map

www.googleapis.cn

ok

IP:142.250.72.195

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map

cloud-config-service.rtc.aliyuncs.com

ok

IP: 47.93.95.208
Country: China

Region: Zhejiang

City: Hangzhou
Latitude: 30.293650
Longitude: 120.161423

View: Google Map

dns.alidns.com

ok

IP:223.5.5.5

Country: China

Region: Zhejiang

City: Hangzhou
Latitude: 30.293650
Longitude: 120.161423

View: Google Map

vpp-license-proxy.taobao.net

ok

No Geolocation information available.



http://maps.google.com/maps?q=39.907501,116.397232
http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=30.293650,120.161423
http://maps.google.com/maps?q=30.293650,120.161423

DOMAIN

STATUS

GEOLOCATION

vod-license-proxy-pre.aliyun-inc.com

ok

IP:100.64.26.218
Country: -

Region: -

City: -

Latitude: 0.000000
Longitude: 0.000000

View: Google Map

slsrole.alicdn.com

ok

IP:8.25.82.183

Country: United States of America
Region: Louisiana

City: Monroe

Latitude: 32.548328

Longitude: -92.045235

View: Google Map

upload.ffmpeg.org

ok

IP:213.36.253.119
Country: France
Region: Ile-de-France
City: Paris

Latitude: 48.853409
Longitude: 2.348800

View: Google Map

www.googleapis.com

ok

IP:142.251.35.138

Country: United States of America
Region: California

City: Mountain View

Latitude: 37.405991

Longitude: -122.078514

View: Google Map



http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=32.548328,-92.045235
http://maps.google.com/maps?q=48.853409,2.348800
http://maps.google.com/maps?q=37.405991,-122.078514

DOMAIN

STATUS

GEOLOCATION

c.appjiagu.com

ok

IP:123.125.81.24
Country: China

Region: Beijing

City: Beijing

Latitude: 39.907501
Longitude: 116.397232

View: Google Map

videocloud.cn-hangzhou.log.aliyuncs.com

ok

IP:47.97.242.6
Country: China

Region: Zhejiang

City: Hangzhou
Latitude: 30.293650
Longitude: 120.161423

View: Google Map

Www.w3.0rg

ok

IP:104.18.22.19

Country: United States of America
Region: California

City: San Francisco

Latitude: 37.775700

Longitude: -122.395203

View: Google Map

www.winimage.com

ok

IP:95.134.100.159

Country: Ukraine

Region: Kirovohradska oblast
City: Pomichna

Latitude: 48.242222

Longitude: 31.415831

View: Google Map



http://maps.google.com/maps?q=39.907501,116.397232
http://maps.google.com/maps?q=30.293650,120.161423
http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=48.242222,31.415831

DOMAIN

STATUS

GEOLOCATION

help.aliyun.com

ok

IP: 203.119.144.200
Country: China

Region: Beijing

City: Beijing

Latitude: 39.907501
Longitude: 116.397232

View: Google Map

live.aliyuncs.com

ok

IP:47.241.205.161
Country: Singapore
Region: Singapore
City: Singapore
Latitude: 1.289670
Longitude: 103.850067

View: Google Map

% EMAILS

EMAIL

FILE

ftp@example.com

lib/arm64-v8a/libsaasCorePlayer.so

ffmpeg-devel@ffmpeg.org

lib/armé4-v8a/libijkplayer.so

ftp@example.com

lib/armeabi-v7a/libsaasCorePlayer.so

ffmpeg-devel@ffmpeg.org

lib/armeabi-v7a/libijkplayer.so

ftp@example.com

apktool_out/lib/armé4-v8a/libsaasCorePlayer.so

ffmpeg-devel@ffmpeg.org

apktool_out/lib/arm64-v8a/libijkplayer.so



http://maps.google.com/maps?q=39.907501,116.397232
http://maps.google.com/maps?q=1.289670,103.850067

EMAIL

FILE

ftp@example.com

apktool_out/lib/armeabi-v7a/libsaasCorePlayer.so

ffmpeg-devel@ffmpeg.org

apktool_out/lib/armeabi-v7a/libijkplayer.so

& HARDCODED SECRETS

POSSIBLE SECRETS

"forget_pwd_send" : "0000"

"reset_password" : "0000"

"submit_reset_password" : "000000"

"forget_pwd_send_emali_des" : "000000000000"

"login_pwd2" : "00000000"

"tip_two_pwd_do_not_match" : "0000000"

"forget_pwd_send_emali" : "00000"

"original_password" : "0000"

"forget_pwd_resend" : "0000000"

"login_pwd" : "00000"

"forget_pwd_title" : "0000?"




POSSIBLE SECRETS

"str_check_username" : "0000000000000O"

"login_pwd" : "00000"

"forget_pwd_send_emali" : "00000"

"login_pwd_not_match" : "000000000"

"login_pwd?2" : "00000000"

"login_pwd_not_match" : "000000000"

"str_check_username" : "00000000000000"

"forget_pwd_send" : "0000"

"forget_pwd_send_phone" : "000000"

"reset_password" : "0000"

"forget_pwd_send_emali_des" : "000000000000"

"forget_pwd_send_phone_des" : "0000000000000"

"original_password" : "0000"

"forget_pwd_send_phone_des" : "0000000000000"

"forget_pwd_des" : "0000000000"

"tip_two_pwd_do_not_match" : "000000000"




POSSIBLE SECRETS

"forget_pwd_title" : "0000?"

"submit_reset_password" : "000000"

"forget_pwd_send_phone" : "000000"

"forget_pwd_resend" : "0000000"

:= SCAN LOGS

Timestamp Event Error
2025-12-20 17:14:26 Generating Hashes OK
2025-12-20 17:14:27 Extracting APK OK
2025-12-20 17:14:27 Unzipping OK
2025-12-20 17:14:28 Parsing APK with androguard OK
2025-12-20 17:14:29 Extracting APK features using aapt/aapt2 OK

2025-12-20 17:14:29

Getting Hardcoded Certificates/Keystores

OK




2025-12-20 17:14:34 Parsing AndroidManifest.xml OK
2025-12-20 17:14:34 Extracting Manifest Data OK
2025-12-2017:14:34 Manifest Analysis Started OK
2025-12-2017:14:34 Performing Static Analysis on: Zero Tochu (com.zero.tochu) OK
2025-12-20 17:14:35 Fetching Details from Play Store: com.zero.tochu OK
2025-12-20 17:14:35 Checking for Malware Permissions OK
2025-12-20 17:14:35 Fetching icon path OK
2025-12-20 17:14:36 Library Binary Analysis Started OK
2025-12-20 17:14:36 Analyzing assets/libjiagu_x64.so OK
2025-12-20 17:14:36 Analyzing assets/libjiagu.so OK
2025-12-20 17:14:36 Analyzing assets/libjiagu_a64.so OK




2025-12-20 17:14:36 Analyzing assets/libjiagu_x86.s0 OK
2025-12-20 17:14:36 Analyzing lib/arm64-v8a/libBugly.so OK
2025-12-20 17:14:37 Analyzing lib/arm64-v8a/libalivcffmpeg.so OK
2025-12-20 17:14:37 Analyzing lib/arm64-v8a/libsaasCorePlayer.so OK
2025-12-20 17:14:37 Analyzing lib/arm64-v8a/libBugly_Native.so OK
2025-12-20 17:14:37 Analyzing lib/arm64-v8a/libijkffmpeg.so OK
2025-12-20 17:14:37 Analyzing lib/armé4-v8a/librtmp-jni.so OK
2025-12-20 17:14:37 Analyzing lib/arm64-v8a/libijkplayer.so OK
2025-12-20 17:14:37 Analyzing lib/arm64-v8a/libsaasDownloader.so OK
2025-12-20 17:14:37 Analyzing lib/arm64-v8a/libijksdl.so OK
2025-12-20 17:14:38 Analyzing lib/armeabi-v7a/libBugly.so OK




2025-12-20 17:14:38 Analyzing lib/armeabi-v7a/libalivcffmpeg.so OK
2025-12-20 17:14:38 Analyzing lib/armeabi-v7a/libsaasCorePlayer.so OK
2025-12-20 17:14:38 Analyzing lib/armeabi-v7a/libBugly_Native.so OK
2025-12-20 17:14:38 Analyzing lib/armeabi-v7a/libijkffmpeg.so OK
2025-12-20 17:14:38 Analyzing lib/armeabi-v7a/librtmp-jni.so OK
2025-12-20 17:14:38 Analyzing lib/armeabi-v7a/libijkplayer.so OK
2025-12-20 17:14:39 Analyzing lib/armeabi-v7a/libsaasDownloader.so OK
2025-12-20 17:14:39 Analyzing lib/armeabi-v7a/libijksdl.so OK
2025-12-20 17:14:39 Analyzing apktool_out/assets/libjiagu_x64.so OK
2025-12-20 17:14:39 Analyzing apktool_out/assets/libjiagu.so OK
2025-12-20 17:14:39 Analyzing apktool_out/assets/libjiagu_a64.so OK




2025-12-20 17:14:39 Analyzing apktool_out/assets/libjiagu_x86.s0 OK
2025-12-20 17:14:40 Analyzing apktool_out/lib/arm64-v8a/libBugly.so OK
2025-12-20 17:14:40 Analyzing apktool_out/lib/arm64-v8a/libalivcffmpeg.so OK
2025-12-20 17:14:40 Analyzing apktool_out/lib/arm64-v8a/libsaasCorePlayer.so OK
2025-12-20 17:14:40 Analyzing apktool_out/lib/armé4-v8a/libBugly_Native.so OK
2025-12-20 17:14:40 Analyzing apktool_out/lib/arm64-v8a/libijkffmpeg.so OK
2025-12-20 17:14:41 Analyzing apktool_out/lib/arm64-v8a/librtmp-jni.so OK
2025-12-20 17:14:41 Analyzing apktool_out/lib/armé4-v8a/libijkplayer.so OK
2025-12-20 17:14:41 Analyzing apktool_out/lib/arm64-v8a/libsaasDownloader.so OK
2025-12-20 17:14:41 Analyzing apktool_out/lib/arm64-v8a/libijksdl.so OK
2025-12-20 17:14:41 Analyzing apktool_out/lib/armeabi-v7a/libBugly.so OK




2025-12-20 17:14:41 Analyzing apktool_out/lib/armeabi-v7a/libalivcffmpeg.so OK
2025-12-20 17:14:41 Analyzing apktool_out/lib/armeabi-v7a/libsaasCorePlayer.so OK
2025-12-20 17:14:41 Analyzing apktool_out/lib/armeabi-v7a/libBugly_Native.so OK
2025-12-20 17:14:42 Analyzing apktool_out/lib/armeabi-v7a/libijkffmpeg.so OK
2025-12-20 17:14:42 Analyzing apktool_out/lib/armeabi-v7a/librtmp-jni.so OK
2025-12-20 17:14:42 Analyzing apktool_out/lib/armeabi-v7a/libijkplayer.so OK
2025-12-20 17:14:42 Analyzing apktool_out/lib/armeabi-v7a/libsaasDownloader.so OK
2025-12-20 17:14:42 Analyzing apktool_out/lib/armeabi-v7a/libijksdl.so OK
2025-12-20 17:14:42 Reading Code Signing Certificate OK
2025-12-20 17:14:43 Running APKiD 3.0.0 OK
2025-12-20 17:14:47 Detecting Trackers OK




2025-12-20 17:14:48 Decompiling APK to Java with JADX OK
2025-12-20 17:14:53 Converting DEX to Smali OK
2025-12-20 17:14:53 Code Analysis Started on - java_source OK
2025-12-20 17:14:54 Android SBOM Analysis Completed OK
2025-12-20 17:14:54 Android SAST Completed OK
2025-12-20 17:14:54 Android APl Analysis Started OK
2025-12-20 17:14:56 Android API Analysis Completed OK
2025-12-20 17:14:56 Android Permission Mapping Started OK
2025-12-20 17:14:56 Android Permission Mapping Completed OK
2025-12-20 17:14:56 Android Behaviour Analysis Started OK
2025-12-20 17:14:57 Android Behaviour Analysis Completed OK




2025-12-20 17:14:57 Extracting Emails and URLs from Source Code OK
2025-12-20 17:14:58 Email and URL Extraction Completed OK
2025-12-20 17:14:58 Extracting String data from APK OK
2025-12-20 17:14:58 Extracting String data from SO OK
2025-12-20 17:14:59 Extracting String data from Code OK
2025-12-20 17:14:59 Extracting String values and entropies from Code OK
2025-12-20 17:14:59 Performing Malware check on extracted domains OK
2025-12-2017:15:13 Saving to Database OK
2025-12-2017:15:13 VirusTotal: Check for existing report OK
2025-12-2017:15:14 VirusTotal: file upload OK
2025-12-20 17:19:37 VirusTotal: Check for existing report OK




2025-12-20 17:19:38 VirusTotal: file upload OK
2025-12-20 17:28:49 VirusTotal: Check for existing report OK
2025-12-20 17:28:49 VirusTotal: file upload OK
2025-12-20 20:14:38 VirusTotal: Check for existing report OK
2025-12-20 20:14:39 VirusTotal: file upload OK
2025-12-20 20:14:56 VirusTotal: Check for existing report OK
2025-12-20 20:14:57 VirusTotal: file upload OK
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